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QUESTION NO: 1
BRmZSRLTSLEE W,

IPS diagnostic output

# diagnose test application ipsmonitor

1: Display IPS engine information

2: Toggle IPS engine enable/disable status
3: Display restart log

4: Clear restart log

5: Toggle bypass status

6: Submit attack characteristics now
10: IPS gueue length

11: Clear IPS gqueue length

12: IPS L7 socket statistics

13: IFS session list

14: TIPS NTurbo statistics

15: IPSA statistics

Start all IPS engines
Stop all IPS engines
99: Restart all IPS engines and monitor

HICRENTVBRRABLES AT A (IPS) AN RZFANET,
F7>35zIPSEHIAN RTHEAL, ERELTCPU

FERARNRDLEBE, ELVEREIATITA?

A IPSTIVIOUNIRTORNZ 74y 027 OYILTVET,

B.IPST VR AEDORZ 74V IZRELTVET,
CIPSIVOVEBAREBZHSZENTEXREA.

D.IPSTI D VRHBEVRETEEEZRITET,

Answer: B

Explanation:

If there are high-CPU use problems caused by the IPS, you can use the diagnose test
application ipsmonitor command with option 5 to isolate where the problem might be. Option
5 enables IPS bypass mode. In this mode, the IPS engine is still running, but it is not
inspecting traffic. If the CPU use decreases after that, it usually indicates that the volume of
traffic being inspected is too high for that FortiGate model.

QUESTION NO: 2
J77ATIA4=)
RID—EDAINARKRTOT7AILNOBRETRTRTIESHRL TS EE L,
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Edit Antivirus Profile
Name teta
Comments Scan files and block viruses. £ 29 mcc

AnmtiVins scan © &€ _ Monitor

Featurese proy based

Irnspected Protocols
HTTP @©
SMTP &
POP3 &
IMAP €O
TP @
CIFS ' ®

APT Protection Ogtions

Treat Windows executables

inemall attachments as viruses

Send files to FortiSandbax for inspection @ B
Send files to FortiNDR for inspection © »
Inciude mobile malware protection «
Quarantine O »

o0 «

Virus Outbreak Prevention ©

Use FortiGuard outbreak prevention database P
Use external malware block list »
Use EMS threat feed O “»

RBELLET7ANZANOTHVO—RIBEEIL, I—HF—HA7OVIBBRXYE—D%
BEETERVOREETTA?
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A. 70 XR—ADHKREE—REFEATZHEE. BABLEFIUT /4

Z7O7 74N 2BMCTBRENFHVET,

B.REDLEHIZT 7 A )L%Z FortiSandbox ICEF T A7 a2V HFEMICE2>TVET,
CI7ATIA—=IRII—EF., 774ILICRULTCEEB AT UOYREZETLET,
D. 70— XR—ADKRENEAETh, ZREONTY MFI1—H—ICUEY hEIFET,
Answer: D

Explanation:

In flow-based inspection mode, FortiGate sends a reset (RST) packet to the client instead of
providing a replacement message, which causes the block message not to be displayed.

QUESTION NO: 3

FortiGate D& 1A N YILF/VA (ECMP) BRRICEET 2D 2

D2ORENDSE, ELLVEQORENTITL? (2 DBIRLTLKEEZL, )

A. SD-WAN A"BZ& 2> TWBFEEE., /VZ X—2A load-balance-mode
ZEALTCARSB7ILIVXLZHELET,

B. SD-WAN A"EXICZ > TWBBEFE. /VF X—4X v4-ecmp-mode
ZR)I—-LR—-AICHRETEET,

C. SD-

WANA'BMIZEZ2>TVWRIEE. BRMEBAEOENf ESLBZVWIL—NEECMPO—EL T
BETEET,

D. SD-WAN

NEPCBEODTVIHER., BRIATLARETATSBTIILIVALZEBRLET,
Answer: A,D

Explanation:

When SD-WAN is enabled on FortiGate, the load balancing algorithm for Equal-Cost Multi-
Path (ECMP) is configured using the load-balance-mode parameter under SD-WAN settings.
However, if SD-WAN is disabled, the ECMP load balancing algorithm can be configured
under config system settings. This flexibility allows FortiGate to control traffic routing behavior
based on the network configuration and requirements.

Reference:

FortiOS 7.4.1 Administration Guide: ECMP Configuration

QUESTION NO: 4

FortiGate THR—R&ENTW5 IPsec IKEV1 SREEDBEEF ENTTH (2
DEBERLTLEEZ V),

A FBREFEE L TOEMAEF—LAAEER

B. ILARFRAE (XAuth) UE—RNETZIC1I—H—F <‘:/\°7\'7— RORMEERTS
C.IBENBZINT Y NN DB BD 0, BN EREI 42 HEIREREE (XAuth)

D. BALSZE L TAIHAEBRERETSHE. UE—NETICAHERISEHL Y EE A,
Answer: AB

Explanation:

FortiGate supports both pre-shared key and certificate signature methods for IKEv1
authentication. These methods provide flexibility depending on the security requirements of
the network. Additionally, FortiGate supports Extended Authentication (XAuth), which
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requests a username and password from the remote peer, enhancing security by adding an
extra layer of authentication. The XAuth method does not necessarily make the
authentication faster; it is an additional security measure.

Reference:

FortiOS 7.4.1 Administration Guide: IPsec VPN Configuration

QUESTION NO: 5
RAmEZRLTSEZ,

Network diagram

Source IP address Remote-User2: .
201.0.114.23 ?
Firewall policy configured with Destination IP address \N\\
virtual IP of webserver 20.3.0.113.??
External IP/AGdiess 203.0.113.22 Destination port. 80 Remote-User2
Range

Mapped P Addeesy 10.0.1.10
Range

10.0.1.10 Source IP address Remote-User1:

~ FortiGate 203.0.115.23 Y

Des“nation ]P address: Remote-User1
203.0.113.22
Destination port: 80

Firewall address object

Edit Address

Name Deny IP

Color & Change

Type -

IP/Netmask 2010114 23/32

Interface & WAN (portl) n

Static route conhguration (B

Comments Deny web server access 23/255
L . J
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Firewall policies

D Name Source Destination Schedule Service Action
4 Deny 2 Deny_IP 2 all @ always @ ALL @ DENY
3 Allow _access E all i Webserver e always @ ALL v ACCEPT

RAmICIE, XY ND—TIC8EE n iz FortiGate
FNAAORET7FATIA—IOBRNS RENTVWET,

EEEEL, Remote-User2 ® Web #—/\—
TOERAZEBRTEDT7AINNREDEBRIS —ZERLEL I,

Z DR —F. Remote-User1 A" Web H—N—ICTF IV EZATESDLSIZL,. Remote-
User2 * Web H—/N—IC 7V EATERBRVWKRSILTRDRD ICHEET D REN HYVET,
EEEE. Remote-User2 ® Web H—/\—

TORAZERTREHIZ, RUI—ICHLTED 2
DOBREBEZTOCENTEFETN? 2 2BRLUTLKEZL, )

A. #EER S —T match-vip ZEMIZLE T,

B. EBRU—THET RLAZ Web H—/N\—&LTERELET,

C. AR > —T match-vip ZEMIZLE T,

D. Allow_access R —T3HET RL A%Z Deny IP ELTERELET,

Answer: A,B

Explanation:

To deny access to the web server for Remote-User2 while allowing Remote-User1 to access
the same web server, two configuration changes can be made:

Enable match-vip in the Deny policy:

By enabling the match-vip option in the Deny policy, the FortiGate will check for virtual IP
(VIP) objects during policy matching. This setting allows the firewall policy to correctly identify
and block traffic directed to a specific mapped IP address, such as the web server, when
using a VIP configuration.

Set the Destination address as Webserver in the Deny policy:

Setting the Destination address to "Webserver" in the Deny policy ensures that the policy
specifically targets traffic attempting to reach the web server. This configuration helps to
precisely control which traffic should be blocked, focusing the Deny policy on the intended
destination.

Reference:

FortiOS 7.4.1 Administration Guide: Deny matching with a policy with a virtual IP applied
FortiOS 7.4.1 Administration Guide: Configuring Policies with VIPs

QUESTION NO: 6

FortiGate (& FortiAnalyzer # & ¥ FortiManager i@ TWE T,

TT7AT7 0= RV —%=ERTHE, Mgz m@mLEE 8. FortiAnalyzer &1zl
FortiManager

AOOTDRBEFR—ITRLEHIC, EOBUA RIS —IZEBMENETTA?
A.O71D
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B. RUZ—ID

C.(>—T7>AID

D. AIZN—%)IN1Z=—TH&AF

Answer: D

Explanation:

When a firewall policy is created in FortiGate integrated with FortiAnalyzer and FortiManager,
a Universally Unique Identifier (UUID) is added to the policy to support logging and
management.

QUESTION NO: 7

BT, VE—KNI1I—HY—HPC LTRITENTVWAABTIVTr—>3>
TF—REEEFEL, SSUTLS BHRZENLTFTP VY —RIZT IV EATRIHENHYET,
ED FortiGate X T NDEBZEHNTEETITH?

A.SSL VPN 74 v U ##k:

B. SSL VPN k2% JL

C.SSLVPN 7Yy o9X—o

D. EtORNZARNRY ND—OTOtA

Answer: B

Explanation:

An SSL VPN tunnel allows remote users to securely connect to the organization's network
and transmit all traffic, including external application data and FTP resources, through an
encrypted SSL/TLS connection. This ensures secure access to the network while supporting
various protocols such as FTP and other application-specific traffic from the user's PC.

QUESTION NO: 8

YL FVDOM RETOEFI )T«

7770V O0RBAICETZIRORBAENDSEELVEDFENTT A,

A.

AIVANI)=LFTNA Ak, EOVDOMASTET Y TARN)—LFINA AICEHRTEE
£

B. RENNDEZVDOMIE, BHRZ2EF1VFTFAT7T VY IDO—IPILBDENTEET,
C.TFNAANERENLZA—POZV VDOM & MAROZICKRTEhELA
D.EF¥1UTAFHELAR—KME. BEhZVDOMZ L IZEBIICEITTEET,

Answer: C

Explanation:

"When you configure FortiGate devices in multi-vdom mode and add them to the Security
Fabric, each VDOM with its assigned ports is displayed when one or more devices are
detected. Only the ports with discovered and connected devices appear in the Security
Fabric view and, because of this, you must enable Device Detection on ports you want to
have displayed in the Security Fabric. VDOMs without ports with connected devices are not
displayed. All VDOMs configured must be part of a single Security Fabric."

QUESTION NO: 9
FortiGate HA B DEMICEAL TEL VWREREFEENATTA? (2 DBIRL TS EEL, )
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A FNAADF IV IOHLANHEICEREh, BEARALUTHAD L ZRALET,

B. BAaBRBEMIE. 7Z14<V FortiGate /N1 ATITONEZRENSOAEITTEET,
C.
HAY 2 AZHNOEEDOFortiGate /N1 ATITONIZZEEA SELDBRERANKET S AR
HHrHVYET,

D. —EDOEKIER D HA

XN—=CRABEIATVEVES, FNAADFIYVIHLEEVWIZIERYET,

Answer: A,C

Explanation:

"After the initial synchronization is complete, whenever a change is made to the configuration
of an HA cluster device (primary or secondary), incremental synchronization sends the same
configuration change to all other cluster devices over the HA heartbeat link"

FCP_FGT_AD-7.4-JPN training materials, FCP_FGT_AD-7.4-JPN exam questions, FCP_FGT_AD-7.4-JPN guide dump
https://passleader.itcerttest.com/FCP_FGT_AD-7.4-JPN_braindumps.html



https://passleader.itcerttest.com/FCP_FGT_AD-7.4-JPN_braindumps.html

